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Abstract— Online social networks have now become the most
popular platforms for people to share information with others.
Along with this, there is a serious threat to individuals’ privacy.
One privacy risk comes from the sharing of co-owned data,
i.e., when a user shares a data item that involves multiple users,
some users’ privacy may be compromised, since different users
generally have different opinions on who can access the data.
How to design a collaborative management mechanism to deal
with such a privacy issue has recently attracted much attention.
In this paper, we propose a trust-based mechanism to realize
collaborative privacy management. Basically, a user decides
whether or not to post a data item based on the aggregated
opinion of all involved users. The trust values between users
are used to weight users’ opinions, and the values are updated
according to users’ privacy loss. Moreover, the user can make a
tradeoff between data sharing and privacy preserving by tuning
the parameter of the proposed mechanism. We formulate the
selecting of the parameter as a multi-armed bandit problem and
apply the upper confidence bound policy to solve the problem.
Simulation results demonstrate that the trust-based mechanism
can encourage the user to be considerate of others’ privacy, and
the proposed bandit approach can bring the user a high payoff.

Index Terms— Social trust, voting scheme, multi-armed bandit,
collaborative privacy management, online social networks.

I. INTRODUCTION

ONLINE social networks (OSNs), such as Facebook,
Google+, and Twitter, have become the most important

platforms for people to make social connections with others.
Thousands of millions of users post data about their daily lives
in terms of text messages, photos, or videos on OSNs. Such
data often contain sensitive information of users. If the data
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can be accessed by unauthorized entities, users’ privacy will
be compromised. The privacy issue has always been a major
concern in studies related to OSNs [1]–[4].

To protect users’ privacy, on one hand, the service providers
of OSNs need to take measures to prevent data breach. On the
other hand, users themselves can control the access to their
data by using the privacy setting function implemented in
OSNs [5]. An access control policy, also referred to as the
privacy policy, defines which users are allowed to access a
user’s data. Current OSNs often utilize user relationship to
distinguish between authorized users and unauthorized users.
For example, Facebook users can specify if their data can be
accessed by friends, specific groups or everyone.

The privacy control mechanisms implemented in current
OSNs only impose restrictions on users who want to access
others’ data. While there is no strict restriction on users who
post data. A consequence of this one-side restriction is that
the user who posts data may unintentionally violate other
users’ privacy. Consider the following example. Suppose that
a user A posts a photo of him/her playing with a friend B,
and user A specifies that the photo can be accessed by his/her
colleagues. If user B considers this photo to be sensitive and
user B is not familiar with user A’s colleagues, then user B’s
privacy will be violated. In the above case, the photo is actually
co-owned by the two users. Hence, the privacy policy specified
by user A should be compatible with user B’s privacy policy,
otherwise, user B will suffer a loss in privacy. Data which
are co-owned by multiple users are quite common in OSNs.
Privacy management of such data requires a collaboration of
all involved users.

The problem of collaborative privacy management in OSNs
has attracted much attention in recent years [6]–[8]. Most
studies deal with this problem by first detecting the conflicts
among different users’ privacy policies, and then generating an
aggregated policy that can resolve the conflicts to the largest
extent. Given a data item (e.g. a photo), a user’s privacy policy
is generally represented by a set of users with whom the
user wants to share the data. Usually there is a mediator who
collects users’ policies and makes a group decision via some
aggregation scheme. In most cases, the conflicts among users’
privacy policies cannot be completely eliminated, which means
the aggregated policy may still cause a privacy loss to some
of the users. How to make a trade-off between data sharing
and privacy preserving is an important question for the design
of the conflict resolution method.
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Different from previous studies which rely on a mediator
to coordinate among multiple users, in this paper we assume
that it is the user who wants to post data makes a collective
decision based on other users’ privacy requirements. Previous
studies usually assume that the user who posts the data will tag
all the users involved, or the involved users can be identified
via some technique (e.g. face reorganization). In such a case,
the mediator is able to notify the involved users about the
posting of the data. However, in practice, it is likely that the
user posts the data without tagging other users and the involved
users are hard to be identified automatically. Considering this,
we propose a mechanism which requires the user to solicit
other users’ opinions before posting data. And a trust-weighted
voting scheme is applied to aggregate different users’ opinions.

Specifically, given the data item that a user wants to post
and the privacy policy specified by the user, every involved
user makes a “vote” to state whether he/she approves of the
privacy policy. The importance of the vote depends on the trust
value between the two users. Only when the aggregation of
the votes satisfies a certain condition, the data can be posted.
Moreover, the trust values between users are not fixed. A user
will lose the trust of others if he/she posts a data item that
incurs privacy loss of others. Also, a user can gain more trust
from others if he/she adopts others’ opinions. The interaction
between the trust value and the privacy loss implies that if the
user wants to reduce his/her privacy loss, then when posting a
co-owned data item, the user should always consider others’
privacy requirements rather than taking a unilateral decision.

In the proposed trust-based privacy management mecha-
nism, we introduce a threshold based on which the user makes
the final decision on data posting. Simply speaking, a high
threshold indicates that the user has a relatively low tendency
to share the data with others, and only when the majority of
the involved users or users that are highly trusted agree to
post the data, the data can finally be posted. By tuning the
threshold, the user can make a trade-off between data sharing
and privacy preserving. Considering that a user continually
posts data items in an OSN, we model the threshold select-
ing problem as a sequential decision-making problem. More
specifically, we formulate the problem as a multi-armed bandit
problem [9] and apply the upper confidence bound (UCB)
policy to solve the problem. Simulation results show that
dynamically adjusting the threshold according to the UCB
policy can lead to a higher payoff than using a fixed threshold.
The main contributions of this paper are as follows:
• A trust-based mechanism is proposed for collaborative

privacy management in OSNs. The trust values between
users are associated with users’ privacy loss, and the
proposed mechanism can encourage users to be more
considerate of other users’ privacy.

• A bandit approach is proposed to adjust the parameter
of the trust-based mechanism. By applying the UCB
policy, the user can make a rational trade-off between
data sharing and privacy preserving.

• The performance of the proposed methods is evaluated
via a series of simulations. By conducting comparison
among different methods, we demonstrate the advantage
of the proposed methods.

The rest of the paper is organized as follows. Section II
introduces some studies that are related to our work.
Section III describes the basic model of OSN and the multi-
party access control model. Section IV presents the trust-based
privacy management mechanism. Section IV describes how to
apply a bandit approach to find a proper threshold. Simulation
results are shown in Section VI. Finally, conclusions are drawn
in Section VII.

II. RELATED WORK

A. Collective Privacy Management

Though current OSNs do not yet impose restrictions on the
sharing of co-owned data, the problem of collective privacy
management has been studied for a while in academia. In [6],
Squicciarini et al. first investigated this problem by using game
theory. To aggregate different individuals’ privacy policies,
they proposed a Clark-Tax mechanism which can encourage
individuals to report their true preferences on privacy policies.
In [7], Hu et al. proposed a space segmentation approach to
identify the conflicts among individuals’ privacy policies. And
they proposed a conflict resolution mechanism that considers
both the privacy risk and the data sharing loss. In their
follow-up work [10], they formulated the multiparty access
control problem as a game played by multiple users. And an
iterative update algorithm was proposed to compute the equi-
librium of the game. Based on the multiparty access control
model proposed in [11], Vishwamitra et al. [12] proposed a
model that can facilitate collaborative control of the personally
identifiable information in a data item.

Realizing that users are willing to negotiate and make
concessions to achieve an agreement on the privacy policy,
some researchers studied negotiation-based methods. In [13],
Mehregan and Fong proposed a negation process in which a
privacy policy is repeatedly modified until it satisfies certain
availability criteria. In [8], the concessions that users may be
willing to make in different situations are modeled as a set of
concession rules, and a computational mechanism is proposed
to solve the privacy conflicts.

Studies introduced above usually assume that there is a
trustworthy mediator (e.g. the service provider of the OSN)
who knows users’ privacy policies specified for a certain
data item. The final privacy policy is determined by the
mediator. While in the mechanism proposed in this paper,
such a mediator is dispensable. The user, who wants to post
data, is responsible to gather feedbacks from other involved
users and make the final decision. We think such a mechanism
is more practical, considering the privacy management in
current OSNs.

B. Trust-Based Incentive Mechanisms

As pointed out in [14], trust plays a quite important role
in network-based applications, such as peer-to-peer (P2P)
systems, opportunistic mobile networks [15], [16], and online
social networks. In the study of OSNs, the trust relationship
between users has been explored to protect sensitive data
of users [17], or to verify the user’s identity [18]. In [19],
Sherchan et al. presented a comprehensive review of trust
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in the context of social networks. They categorized studies
on social trust based on three criteria, namely trust informa-
tion collection, trust evaluation, and trust dissemination. The
mechanism proposed in this paper involves evaluating the trust
values between two users based on their interactions. However,
different from the studies reviewed in [19], we mainly focus
on how to utilize trust to encourage the users to be more
considerate of others’ privacy.

Trust-based incentive mechanisms have been widely studied
in P2P systems to deal with the free-riding problem. Tang
et al. presented a brief survey of such mechanisms in [20].
So far we have only seen few literatures applying trust to the
collective privacy management problem. In [21], Rathore and
Tripathy proposed a trust-based access control method which
utilizes the trust values to define access conditions. That is,
a user can specify the minimum trust level that is required for
another user to access his/her data. In [22], Sun et al. proposed
a trust-weighted voting scheme to aggregate different users’
privacy policies. In this paper, we also use trust values to
indicate how much influence a user’s opinion will have on the
aggregated decision. While, different from Sun et al.’s work
where the trust values are fixed, the trust values in the proposed
mechanism are related to users’ privacy loss, and hence they
change over time.

III. SYSTEM MODEL

A. Online Social Network

An OSN can be represented by an edge-labeled directed
graph G = (V , E), where V is the set of vertices and E is
the set of edges. Each vertex represents a user. In subsequent
descriptions, unless otherwise specified, we use the two terms
“vertex” and “user” exchangeable. Each edge in the graph
represents a relationship between two users. Let RT denote
the set of relationship types supported by the OSN. The edge
from users vi to v j can be described by a 3-tuple

(
vi , v j , ri j

)
,

where ri j ∈ RT is the label associated with the edge.
By replacing all the directed edges in G with undirected

edges, we can compute the distance between any two users.
Specifically, given a pair of users

(
vi , v j

)
, if there is a path

between the two users, then the distance di j is defined as the
length of the shortest path between users vi and v j . If there is
no path between users vi and v j , then we define di j = ∞. For
example, in the graph depicted in Fig. 1, the distance between
two users a and c is 1, and the distance between a and g is 3.

B. Trust Evaluation

Trust plays a key role in the privacy management mech-
anism proposed in this paper. For any two users vi and v j ,
no matter they are directly connected by an edge or not, we use
ti j to represent the trust of user vi in user v j . We define
ti j ∈ [0, 1]. The more user vi trusts user v j , the higher ti j

is. The trust of user v j in user vi is denoted as v j i . Generally
there is vi j �= v j i . Various models have been proposed
to evaluate trust in social networks [19], including network
structure-based models [23] and interaction-based models [24].
In this paper, we mainly focus on how the trust between users
can be leveraged to realize collective privacy management.

Fig. 1. A simple graph representation of the online social network.

Here we first use a simple distance-based method to determine
the initial trust values. And in the following section, we will
discuss how to update the trust values based on the interactions
between users.

Given a pair of users vi and v j , we define ti j = 0 if
di j = ∞. If the two users are directly connected, namely
di j = 1, ti j is set to a positive constant which is determined by
the relationship type ri j . For example, if user v j is user vi ’s
family member, we can set ti j = 0.8; while if user v j is
user vi ’s colleague, we can set ti j to a lower value, say 0.6.
When 1 < di j < ∞, we utilize the transitivity property of
trust [25], [26] to compute the trust value. Specifically, ti j is
computed by

ti j =
∏

k=1,··· ,di j(
v pk ,v pk+1

)
∈Pathi j

tpk pk+1 , (1)

where Pathi j denotes the shortest path from users vi to v j ,(
v pk , v pk+1

)
are two adjacent users in the path, p1 = i ,

pdi j+1 = j . Since the trust value ranges from 0 to 1, above
equation implies that as the distance between the two users
increases, the trust of one user in another decreases.

C. Multiparty Access Control

An important feature of OSNs is that they provides con-
venient ways for users to share information with others.
Generally, a user can:
• post a data item, such as a photo, a video clip or a text

message, in his/her own space or another user’s space;
• disseminate a data item, which was originally posted by

another user, by posting it in his/her own space.
In either of the above two cases, we refer to the user as
the owner of the data item. Formally, given a data item d ,
we denote the owner of d as od . If d involves multiple users,
then d is co-owned by the users. All the users associated
with d , except od , are referred to as stakeholders. The set
of stakeholders is denoted by Sd . It should be noted that each
stakeholder s ∈ Sd may possess a data item d � which has the
same content with d (i.e. d � is a duplicate of d). And if the
owner od and the stakeholder s want to post data items at the
same time, we consider the two data items d and d � separately,
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meaning that for the data item d � we treat the stakeholder s
as the owner and the owner od as the stakeholder.

When posting the data item d , the owner od needs to specify
a privacy policy to control which users are allowed to access d .
Let Uo

a denote the set of users who get the authorization
from the owner. In practice, Uo

a is usually determined by the
relationship type. For example, when posting a photo taken at
a home party, the owner can specify that only his/her family
members and relatives can view this photo. If any unauthorized
user accesses the data, the owner will suffer a loss in privacy.
Let Uo

u denote the set of unauthorized users that can access
the data item d . Then the privacy loss to the owner, denoted
as lo, can be defined as

lo =
∣
∣Uo

u

∣
∣ δo, (2)

where
∣
∣Uo

u

∣
∣ denotes the number of users in Uo

u , and δo ∈ [0, 1]
denotes the owner-specified sensitivity of d . The higher the
value of δo is, the more sensitive the data item is.

If the data item d involves multiple users, then in principle,
every stakeholder s ∈ Sd can specify his/her own privacy
policy. Let Us

a denote the set of authorized users specified
by the stakeholder s. Generally, different users have different
privacy policies for a certain data item. In other words,
the conflicts among different users’ policies are inevitable.
If Us

a �= Uo
a and Uo

a �⊂ Us
a , when the owner posts the data

without considering the stakeholder’s policy, the stakeholder
will suffer a loss in privacy. The privacy loss to the stakeholder
s, denoted as ls , can be defined as

ls =
∣∣Uo

a \Us
a

∣∣ δs, (3)

where Uo
a \Us

a denotes the set of users that are authorized by
the owner but denied by the stakeholder, δs ∈ [0, 1] denotes
the stakeholder-specified sensitivity of d .

If the owner is considerate, in the sense that before posting
the data item, the owner asks all the stakeholders for per-
mission and makes the decision based on the stakeholders’
opinions, then the privacy loss to the stakeholders may be
eliminated. In the following section, we will discuss how to
utilize the trust between users to encourage the owner to take
a considerate action.

IV. TRUST-BASED COLLABORATIVE

PRIVACY MANAGEMENT

As mentioned in Section I, current OSNs do not force the
user to ask other users for permission of posting co-owned
data items. To relieve the privacy issue caused by the conflicts
between the owner’s privacy policy and the stakeholders’
policies, in this section we propose a trust-based mechanism
that can encourage the owner to solicit the stakeholders’
opinions and make an aggregate decision.

A. Trust-Weighted Voting Scheme

Given a data item d , the corresponding owner od and the set
of stakeholders Sd , we considering the following two cases:

1) The Owner Directly Posts the Data Without Asking the
Stakeholders for Permission: In such a case, it is very likely
that the stakeholders’ privacy will be disclosed. Suppose
that all the stakeholders can perceive the privacy disclosure
(if exists) after d is posted. According to (3), the stakeholder
s ∈ Sd needs to know Uo

a to evaluate the privacy loss ls .
However, generally the set Uo

a cannot be fully observed by s.
Only the owner od and the service provider know exactly
which users are authorized by the owner. Considering this,
we propose to use a binary number to indicate the privacy
loss: if the stakeholder s feels that his/her privacy is violated,
then ls = 1, otherwise ls = 0. If ls > 0, then the trust of the
stakeholder in the owner will decrease. A high privacy loss
causes a large decrease in trust. Let tso denote the trust of s in
od before d is posted. After d is posted, the new trust value
t �so is computed by

t �so = tsog (ls) , (4)

where g (·) is a decreasing function of ls . For any ls ≥ 0, there
is g (ls) ∈ [0, 1]. We also define g (0) = 1, meaning that if
the stakeholder has no privacy loss, his/her trust in the owner
stays the same. An instantiation of g (·) is given by

g (ls) = 2e−ls

1+ e−ls
. (5)

2) The Owner Solicits the Stakeholders’ Opinions Before
Posting the Data: In such a case, whether a stakeholder will
suffer a privacy loss depends on the final decision made by
the owner. We assume that the owner adopts a voting scheme
to aggregate the stakeholders’ opinions. Before posting the
data item d , the owner tells all the stakeholders in Sd his/her
privacy policy in terms of relationship types. It should be noted
that if the owner has tagged all the stakeholder in d , then the
service provider can act as an agent of the owner to notify the
stakeholders. Each stakeholder s ∈ Sd , based on his/her own
privacy policy regarding with d , decides whether to approve
of the owner’s policy. We use a binary variable bs to indicate
the opinion of s: bs = 1 means that s approves of the owner’s
policy, and bs = 0 means disapproval. The opinion bs can
be seen as the stakeholder’s vote. The outcome of the voting,
represented as an aggregated opinion b̄, is computed by

b̄ =

∑

s∈Sd

bstos

∑

s∈Sd

tos
, (6)

where tos denotes the owner’s trust in the stakeholder s. Above
equation means that the more the owner trusts a stakeholder,
the more the owner values the stakeholder’s opinion.

The final decision of the owner is denoted by a binary
variable ao: ao = 1 means that the owner will post the data,
otherwise the data will not be posted. The value of ao is
determined by the following way:

ao =
{

1, i f b̄ ≥ bth,
0, otherwi se,

(7)

where bth ∈ [0, 1] is a threshold specified by the owner.
Basically, bth depends on how much the owner wants to share
the data with others. If the owner has a strong desire to share
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Fig. 2. A simple illustration of the trust-based privacy management mechanism. The thickness of the blue arrowed line denotes the owner’s trust in the
stakeholder. The thickness of the green arrowed line denotes the stakeholder’s trust in the owner. After the owner makes the decision on data posting, each
stakeholder’s trust in the owner is updated. In the case depicted in (a), the owner loses some trust of the two stakeholders who disapprove of the data posting.
In the case depicted in (b), the owner gains more trust from the two stakeholders who disapprove of the data posting.

the data, the threshold will be set to a low value. In an extreme
case that bth = 0, the owner will post d regardless of the
stakeholders’ opinions. This is equivalent to the case that the
owner directly posts the data without asking for permission.

After ao is determined, the stakeholder s can evaluate his/her
privacy loss ls . As mentioned before, if Uo

a is known to s, then
(3) will be used to compute ls . Otherwise, ls is simplified to
a binary number. If ls > 0, then similar as before, the trust
of the stakeholder in the owner will decrease. But if ls = 0,
the trust of the stakeholder in the owner will increase a little,
since the stakeholder feels that the owner shows respect to
his/her privacy requirement. Formally, the stakeholder’s trust
in the owner is updated as follows:

t �so =
{

h (tso) , i f ls = 0,
tsog (ls) , i f ls > 0,

(8)

where h (·) is an increasing function of tso and satisfies
h (tso) > tso. An instantiation of h (·) is given by

h (tso) = t�so, (9)

where 0 < � < 1.

B. Trust as Incentive

Above we have described how the owner decides whether to
post a co-owned data item. Fig. 2 gives a simple illustration of
the proposed trust-based mechanism. The trust values are not
only used to weight the stakeholders’ votes but also updated
with the privacy loss of the stakeholders. According to the
update rule of the trust value, if the owner od posts a data item
and incurs a privacy loss of a stakehodler s, the stakeholder’s
trust in the owner will decrease. Suppose that at some point in
the future, stakeholder s wants to post a data item involving
owner od . Even if s solicits od ’s opinion, due to the low trust
of stakeholder s in owner od , the opinion of owner od will be
less valued by stakeholder s, . As a result, it is more likely that
the final decision of stakeholder s is opposite to the opinion
of owner od . In other words, the possibility that owner od

suffers a privacy loss becomes higher. On the other hand, if the
owner od solicits the stakeholders’ opinions before posting the
data, then the owner may gain more trust from some of the
stakeholders. In the future, when these stakeholders ask owner
od for permission to post data, owner od ’s opinions will be
more valued, and the possible privacy loss of owner od will
be less. Above discussion implies that even though the owner
is not obligated to soliciting the stakeholders’ opinions before
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posting data, from the perspective of privacy preserving, it is
better for the owner to do so. In [27], an evolutionary game
model is proposed to analyze how users’ decisions on privacy
protection influence each other. The game model assumes that
interactions of users only happen among those who are in
the same community. In our problem setting, the owner and
the stakeholders form a special community, where the owner’s
decision has direct influence on the stakeholders’ privacy and
indirect influence on his/her own privacy.

To better understand how the trust-based mechanism can
motivate the user to solicit other users’ opinions, we introduce
the notion of reputation. The reputation of a user vi is
defined as

rep (vi ) =
∑

v j �=vi

t j i , (10)

where t j i denotes the trust of user v j in user vi . Roughly
speaking, a user, who currently has a high reputation, will
have large influence on other users’ future decisions on data
posting, and hence it is more likely that the user will suffer a
low privacy loss in the future. When a user wants to post
a co-owned data item, the reputation of the user changes
according to his/her behavior. Specifically, given a data item d ,
the corresponding owner od and the set of stakeholders Sd ,
if owner od directly posts the data item without asking the
stakeholders for permission, then the decrease of owner od ’s
reputation is

�I =
∑

s∈Sd

tso (1− g (ls)). (11)

If owner od solicits the stakeholders’ opinions and finally
decides to post the data, the decrease of owner od ’s
reputation is

�II =
∑

s∈Sd

(tso − h (tso))1 (ls = 0)

+
∑

s∈Sd

tso (1− g (ls))1 (ls > 0). (12)

If owner od solicits the stakeholders’ opinions and finally
decides not to post the data, the decrease of owner od ’s
reputation is

�III =
∑

s∈Sd

(tso − h (tso)). (13)

Through simple analysis, we can get

�I −�II =
∑

s∈Sd

(h (tso)− tso)1 (ls = 0) > 0 (14)

and

�I −�III =
∑

s∈Sd

(h (tso)− g (ls) tso) > 0. (15)

As we can see, compared to directly posting data, soliciting
stakeholders’ opinions will lead to a smaller decrease of
the owner’s reputation. Therefore, motivated by the need of
privacy protection, users will choose to solicit others’ opinions
so as to maintain a high reputation. We have conducted
simulations to demonstrate that being considerate of others’

privacy is beneficial to the user in terms of privacy preserving.
Details will be presented in Section VI.

C. Mediator-Aided Privacy Management

The trust-based mechanism proposed above requires no
mediator to coordinate among different users. The owner
gathers simple feedbacks from stakeholders to decide whether
to post data, and the stakeholder doesn’t need to know exactly
which users are authorized by the owner. Hence, the proposed
mechanism is easy to implement in current OSNs. However,
the simpleness of the mechanism comes at a price: when
a stakeholder wants to disseminate the data item posted by
the owner, i.e., to share the data item with users other than
those authorized by the owner, the stakeholder needs to solicit
opinions of the owner and other stakeholders. In other words,
users associated with a certain data item have to communicate
repeatedly if more than one user want to share the content
contained in the data item with others. When there is a
trustworthy mediator (e.g. the service provider) that can help
manage the privacy policies, we can modify the proposed
mechanism a little so as to reduce repetitive communications
between users.

Given a data item d and the set of users associated with d ,
we define the owner od as the first user who wants to posts
the data item. The rest users are referred to as stakeholders.
As mentioned in Section III-C, the owner specifies that users
in the set Uo

a are allowed to access d . Before d is published to
users in Uo

a , all the stakeholders in Sd will be notified. Then
each stakeholder s ∈ Sd tells the mediator his/her privacy
policy and the sensitivity value δs assigned to the data item.
So does the owner. Here we assume that the mediator knows
exactly which users are authorized by the owner and the
stakeholders. That is, Uo

a is known to the mediator, and for
any s ∈ Sd , Us

a is known to the mediator.
Similar as before, any user vi ∈ {od} ∪ Sd decides whether

to post d based on the opinions of other users in {od}∪Sd . For
any two users vi , v j ∈ {od} ∪ Sd , let bi j ∈ {0, 1} denote user
v j ’s opinion on user vi ’s privacy policy. Though user v j does
not know which users are authorized by user vi , the mediator
can compute the privacy loss of v j , denoted as l j i , if vi posts
d as he/she intends to. Suppose that the mediator will send l j i

to user v j , then v j can take l j i as a reference and determine
his/her opinion bi j .

For any user vi ∈ {od} ∪ Sd , the mediator computes the
privacy loss that user vi may cause to other users, gathers
other users’ opinions

{
bi j

}
, and sent the opinions to user vi .

After that, user vi can compute the aggregated opinion and
decide whether to post the data item. Again, the opinion bi j is
weighted by user vi ’s trust in user v j . We use a binary variable
ai to denote user vi ’s final decision. Given ai , any other user
in {od} ∪ Sd can reevaluate his/her trust in user vi by using
(8), where the privacy loss is computed by the mediator.

With the help of a mediator, the modified mechanism
described above allow all the involved users simultaneously
decide whether to post the data item. Thus repetitive com-
munications between users can be avoided. Besides, since
the mediator has enough information to compute the privacy
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loss, the update of the trust values is more accurate than that
described in Section IV-A.

V. TRADE-OFF BETWEEN PRIVACY PRESERVING

AND DATA SHARING

Based on the trust-based mechanism proposed in the above
section, we can draw the following simple conclusion: if the
user never posts data that will disclose other users’ privacy,
then the user can maintain a high reputation. And the user’s
privacy can be well preserved by other users, since his/her
opinions are highly valued by others. However, considering
that the core function of OSNs is information sharing, it is
unreasonable to suppress the sharing of co-owned data. How to
achieve a balance between data sharing and privacy preserving
is an important issue in the study of data privacy [28], [29].
In this section, we discuss how to utilize the threshold bth

introduced in the trust-based mechanism to make a trade-off
between privacy preserving and data sharing. Specifically,
we model the selecting of the threshold as a multi-armed
bandit problem and apply the upper confidence bound policy
to find the optimal threshold.

A. Sequential Decision Making

Generally, a user of an OSN continually posts data until
he/she quits the OSN permanently. Given a user v ∈ V ,
we denote the sequence of time at which the user wants to
post co-owned data as 1, 2, · · · , T . At time t ∈ {1, 2, · · · , T },
the user wants post a co-owned data item dt . After soliciting
the stakeholders’ opinions, the user makes his/her decision
by comparing the aggregated opinion with the threshold bth .
If dt is posted as the owner intended to, the user will feel
satisfied, and his/her social connections with others may be
strengthened. We introduce a variable et to quantify the benefit
that the user gets from the sharing of dt . For simplicity,
we define that if dt is posted, then et = 1, otherwise et = 0.

From time t to time t+1, user v doesn’t post any co-owned
data, while other users may post data related to the user, which
means the user may suffer a privacy loss. Let ct denote the
sum of the privacy loss that user v suffers during the time
period t to t + 1. To make the privacy loss comparable with
the benefit et , we define ct as

ct = Lt,t+1

Pt,t+1
, (16)

where Pt,t+1 denotes how many times other users plan to post
data related to user v from t to t + 1, and Lt,t+1 denotes how
many times user v suffers a privacy loss because of other
users. Here we assume that users always solicit stakeholders’
opinions before posting data, then Lt,t+1 can be explained
as how many times user v votes against the posting of a data
item while the owner of the data item does the opposite. Since
Lt,t+1 ≤ Pt,t+1, there is 0 ≤ ct ≤ 1.

User v does not know whether and when other uses will
post data involving him/her. Thus from the perspective of
user v, Pt,t+1 is a random number. As for Lt,t+1, accord-
ing to the mechanism proposed in Section IV, whether the
user v’s privacy will be violated by others during the time

interval (t, t + 1) heavily depends on his/her reputation at
time t . Let rept denote user v’s reputation after he/she makes
a decision on data posting at time t . Then the privacy loss
ct can be seen as a random variable which is related to
rept . Informally speaking, the higher the user’s reputation is,
the less privacy loss the user may suffer. According to the
definition of reputation (see (10)) and the update rule of trust
value, the change of user v’s reputation at time t , namely
the difference between rept and rept−1, depends on how the
user aggregates the stakeholders’ opinions, which essentially
depends on how the user chooses the threshold bth .

To sum up, the privacy loss ct is a random variable which
depends on the threshold bth chosen at time t . If we define the
payoff that user v gets for making a decision on data posting
at time t as

Ut = et − ct , (17)

then the payoff Ut can also be seen as a random variable.
Furthermore, if we assume that users’ tendency to post
co-owned data items can be described by a model that is
independent with the trust values between users, then the
distribution of Ut is fully determined by the threshold bth .
Given bth , the expected payoff μt can be written as

μt = ft (bth) . (18)

It should be noted that the model mentioned above is unknown
to the user v, hence the distribution of Ut and the function
ft (·) are also unknown.

B. Bandit Formulation

The payoff defined in (17) is a simple combination of
the data sharing benefit and the privacy loss. And we have
discussed how the payoff relates to the threshold bth . The goal
of the user is to select a proper threshold so as to maximize
the payoff. Since the user sequentially posts data and the trust
values between users change over time, the user needs to
adjust the threshold dynamically. Every time the user selects
the threshold, the user faces a trade-off between exploiting
current knowledge to focus on the threshold that has brought
the highest payoff so far and exploring new thresholds that
might bring higher payoff in the future. A common way to deal
with the exploitation-exploration trade-off is to formalize the
sequential decision-making problem as a bandit problem [30].

Suppose that user v chooses the threshold from a set
� �

{
θi |θi = i

K , i = 1, · · · , K
}
, where K is a positive

integer. We restrict the threshold to a set of discrete values
for simplicity reasons. Following the bandit terminology, each
threshold θi ∈ � is called an arm. If the user chooses θi at
time t , then the user can get a reward ri,t � Ut . As discussed
before, the reward is randomly drawn from some unknown
probability distribution that is associated with the arm. For
each arm θi ∈ �, the expected reward is

μi = ft (θi ) . (19)

Without knowing the function ft (·), the user needs to apply
a learning policy to find the best arm θI ∗ , where

I ∗ = arg max
i=1,··· ,K

μi . (20)
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A learning policy defines a set of mappings {σt } with σt

denoting a mapping from the observed history up to time t−1
to the index of the arm to be chosen at time t , denoted as It .
Usually the performance of the learning policy is evaluated
by regret [30], which is the difference between the rewards
accumulated by the policy and the rewards accumulated by a
hypothetical benchmark policy that always chooses the best
arm. A formal definition of regret is given below:

R (T ) = TμI ∗ − E

T∑

t=1

μIt , (21)

where T is the given time horizon, and the expectation is taken
over the possible randomness of the learning policy.

In the bandit formulation introduced above, the randomness
of the reward ri,t associated with each arm mainly comes
from the privacy loss incurred from time t to time t + 1.
And the privacy loss is closely related to the user’s reputation
rept . Considering that rept changes with t , the probability
distribution of the reward is time variant. That’s why we put
a subscript t in the notation ft (·). In the study of the classic
stochastic bandit problem, it is assumed that the distribution
of the reward associated with each arm is time-invariant, and
hence the best arm is fixed. While in our problem setting,
the best arm may change over time.

Roughly speaking, our problem resembles the so-called
adversarial bandit problem [30] which makes no statistical
assumptions about the generation of rewards. The adversarial
bandit problem assumes that the rewards of an arm are speci-
fied by an adversary rather than determined by a certain prob-
ability distribution. In the proposed bandit problem, the user’s
reputation is influenced by his/her historical interactions with
other users, hence the rewards of arms are history-dependent.
This is equivalent to the case that a nonoblivious adversary
specifies the rewards based on past interactions between
users. However, it is quite complicated to analyze such an
adversarial bandit problem. Fortunately, under the assumption
that users’ tendency to share co-owned data follows a certain
model, the generation of rewards is not completely arbitrary.
The rewards can still be modeled by, though not stationary,
stochastic distributions. Similar to the bandit problem that we
have investigated in [31], the bandit problem described above
can be dealt with the learning policies which are originally
proposed for stochastic bandit problems. Nevertheless, since
there is no fixed best arm, the regret defined in (21) no longer
applies to our problem. Instead, we use weak regret [32],
which is proposed for adversarial bandit problems, to measure
the performance of the learning policy. A formal definition of
weak regret is given by

Rweak (T ) = max
i=1,··· ,K

T∑

t=1

ri,t −
T∑

t=1

rIt ,t . (22)

Similar to the notion of regret, weak regret measures the
performance of a learning policy by comparing it with a
hypothetical benchmark policy that always chooses the single
“best” arm. While the best arm used by the benchmark policy
is not the one that corresponds to the maximal expected

reward. It is the one that brings the maximal accumulated

reward
T∑

t=1
ri,t . That is to say, the single best arm used in the

definition of weak regret can only be identified in hindsight.

C. Learning Policy

The upper confidence bound policy (UCB) proposed in [9]
is widely applied to bandit problems. The basic idea of UCB is
to estimate the unknown expected reward of each arm based on
previously observed rewards of the arm. During the learning
procedure, the policy maintains two quantities, namely ni

and r̄i , for each arm. The first quantity ni �
t−1∑

τ=1
1 (Iτ = i)

denotes how many times the arm has been chosen up to time t .
The second quantity r̄i is the average of the rewards observed
for the arm. The average r̄i is treated as the estimate of the true

expected reward with r̄i + α
√

ln t
ni

being the upper confidence
bound. The policy always chooses the arm which currently has
the maximal upper confidence bound. A detailed description
of the policy is shown in Algorithm 1.

Algorithm 1 UCB

Require: α ∈ R
+

1: for t = 1 to K do
2: Choose arm It = t
3: Observe and record the reward rIt ,t

4: rt ← rIt ,t

5: nIt ← 1
6: end for
7: for t = K + 1 to T do
8: for i = 1 to K do

9: r̄i ← 1
ni

t−1∑

τ=1
rτ1 (Iτ = i)

10: end for
11: Choose arm It = argmax

i=1,··· ,K

(
r̄i + α

√
ln t
ni

)
with ties broken

arbitrarily
12: Observe and record the reward rIt ,t

13: rt ← rIt ,t

14: nIt ← nIt + 1
15: end for

The rationality of the UCB policy can be explained as
follows. The policy estimates the expected reward of each
arm and computes the corresponding confidence bound. The
width of the confidence bound indicates the uncertainty of the
estimated expected reward. The wider the confidence bound
is, the less accurate the estimate is. For a given arm, the width
of the confidence bound depends on how many times the
arm has been chosen. After initialization (i.e. choosing each
arm once), the policy always chooses the arm corresponding
to the maximal upper confidence bound. If the chosen arm
was seldom used in past rounds, which means it has a wide
confidence bound, then we can say the policy makes a risky
explorative decision. If the chosen arm has been used multiple
times, which implies the corresponding confidence bound is
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relatively tight and the average reward is high, then we can
say the policy makes a conservative exploitative decision.
As time goes by, the confidence bound of each arm narrows
down. Hence, it is more likely that the arm corresponding to
the maximal upper confidence bound is the arm which has
the maximal average reward. Meanwhile, the average reward
gets closer to the true expected reward. That is to say, after
sufficient number of trials, the policy can determine the real
best arm.

The UCB policy was proposed for the stochastic
multi-armed bandit problem. As mentioned before, the perfor-
mance of the learning policy is measured by regret. It has been
shown that the UCB policy can achieve a logarithmic regret
uniformly over the number of trials [9]. And when the support
of every reward distribution is in [0, 1], the upper bound of the
expected regret after any number n of trials can be explicitly
expressed as a formula of n. The bandit problem studied in
this paper is different from that studied in [9]. Though we
apply the UCB policy to the proposed problem, it is difficult
to analyze the regret theoretically. Instead, we consider an
empirical method to evaluate the performance of the learning
policy. Details will be shown in Section VI-C.

VI. SIMULATION

In Section IV we have proposed a trust-based mechanism for
collaborative privacy management. And in Section V we have
proposed a bandit approach to help the user make a trade-off
between data sharing and privacy preserving. To verify the
feasibility of the proposed methods, we conduct a series of
simulations. In the following, we first introduce the datasets
and parameter settings. Then we present simulation results to
demonstrate that the trust-based mechanism can help reduce
the average privacy loss. After that, we evaluate whether the
UCB policy can help the user find a proper threshold.

A. Dataset and Experiment Setting

1) Dataset: We conduct simulations on both synthetic data
and real-world data. By using the complex network pack-
age developed by Muchnik [33], we generate a scale-free
network and a small-world network. The scale-free network
contains 1000 nodes and 20021 undirected edges. The average
node degree is 20, and the average clustering coefficient
is 0.052. The small-world network contains 1000 nodes and
20000 undirected edges. The average node degree is 20,
and the average clustering coefficient is 0.105. We also use
the Facebook data from Stanford large network dataset col-
lection [34] for simulation. The Facebook network contains
4039 nodes and 88234 undirected edges. The average node
degree is about 22, and the average clustering coefficient
is 0.276.

2) Data Sharing Simulation: Given a network, we simulate
users’ data sharing behaviors via the following way. Suppose
that time evolves in rounds. At each round t ∈ {1, 2, · · · , T },
a certain number of users are selected as owners, i.e., they
want to post data items that involve multiple users. To select
the owners, we first pick a number probi uniformly at random
from [0, 1] for every user vi . If probi is smaller than a

pre-specified threshold ρ, then user vi will act as an owner.
The threshold ρ actually denotes the ratio of owners to all
users. Given an owner o, we determine the corresponding
stakeholders via the following two approaches respectively:
randomly select several users from the set of o’s friends
(i.e. users who are directly connected to o); randomly select
several users from the whole user set (other than the owner
himself/herself). In the latter case, we define that the number
of stakeholders is at most 20, considering the average node
degree of the network. Each stakeholder’s opinion is picked
from {0, 1} uniformly at random. For every user, either an
owner or a stakeholder, we utilize the distance defined in
Section III-A to specify the user’s privacy policy. That is,
given a pair of users vi and v j , where vi is the owner or the
stakeholder of a data item, only if the distance between users
vi and v j is no greater than a threshold disth , user v j is
allowed to access the data item.

3) Trust Evaluation: Initially, for any two users vi and v j ,
we set the trust value as follows. If the two users are directly
connected, then we set ti j = t j i = 0.8. Otherwise, we use (1)
to compute the trust value. That is, we first find the shortest
path between the two users, and then set ti j = t j i = 0.8di j ,
where di j denotes the length of the shortest path. It should
be noted that though we assign the same initial value to ti j

and ti j , it doesn’t mean that the trust is reciprocal. After
the initialization, the trust values are updated in each round,
according to the rules defined by (4), (5), (8) and (9). The
parameter � in (9) is set to 0.5.

B. Trust-Based Privacy Management

Given a network and the setting of parameters
{T, ρ, disth, bth}, we simulate the trust-based mechanism
proposed in Section IV-A via the following way. At each
round, we first determine the initial trust values, the owners,
the corresponding stakeholders, and their privacy policies
by using the method described above. Then for each owner,
we generate a random number γ ∈ [0, 1]. If γ is larger than
a threshold γth , then the owner solicits the stakeholders’
opinions to decide whether to post the data, otherwise the
user directly posts the data. The threshold γth can be set to
different values. Statistically speaking, a high γth implies that
most of the owners don’t care about the stakeholders’ privacy
and post data directly. In an extreme case that γth = 1,
none of the owners solicits the stakeholders’ opinions before
posting data. If the owner decides to post the data, then the
stakeholder s who has voted against the posting (bs = 0)
will suffer a privacy loss. And the loss ls is set to 1. Every
user may suffer some privacy loss at each round. During the
simulation, each user’s privacy loss is accumulated. At the
end of round T , we compute the average accumulated privacy
loss of all users.

In addition, to demonstrate the importance of trust, we sim-
ulate another mechanism which is almost the same with the
proposed mechanism, except that the stakeholders’ opinions
are not weighted by trust values. In other words, the owner
of a data item just applies a simple majority voting scheme
to make the final decision on data posting. By comparing
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Fig. 3. Simulation results of privacy management mechanisms. Stakeholders are directly connected to the corresponding owner. The red circles denote the
results obtained by the proposed trust-based mechanism. The blue stars denote the results obtained by a mechanism which does not use trust values to weight
stakeholders’ opinions. The privacy loss is represented by a binary variable. (a) Scale-Free. (b) Small-World. (c) Facebook.

Fig. 4. Simulation results of privacy management mechanisms. The distance between a stakeholder and the corresponding owner is arbitrary. The red circles
denote the results obtained by the proposed trust-based mechanism. The blue stars denote the results obtained by a mechanism which does not use trust values
to weight stakeholders’ opinions. The privacy loss is represented by a binary variable. (a) Scale-Free. (b) Small-World. (c) Facebook.

Fig. 5. Simulation results of the trust-based privacy management mechanism. The privacy loss is computed by a mediator that knows exactly which users are
allowed to access a data item. The distance between a stakeholder and the corresponding owner is arbitrary. (a) Scale-Free. (b) Small-World. (c) Facebook.

this mechanism with the trust-based mechanism, we can see
whether the use of trust values is necessary.

Fig. 3 and Fig. 4 show simulation results under the following
settings: T = 100, ρ = 0.5, disth = 2, bth = 0.5,
γth ∈ {0, 0.2, 0.4, 0.6, 0.8, 1}. As we can see, the average
privacy loss increases with γth . This implies that users who
often solicit others’ opinions will suffer less privacy loss than
those who seldom solicit others’ opinions. In other words,
users who care about others’ privacy will suffer less privacy
than those who don’t care. Also we can see that, compared to
the simple voting scheme, the trust-weighted voting scheme
can lead to a smaller privacy loss. The simulation result
demonstrates that the trust-based mechanism can encourage
the user to take an altruistic action which is essentially
beneficial to the user himself/herself in terms of privacy.

As we have discussed in Section IV-C, if there is a mediator
that knows all users’ privacy policies, then the mediator can

compute the privacy loss for each stakeholder. Theoretically,
in such a case, the update of trust values is more accurate.
To make a comparison with the case where the privacy loss is
simplified to a binary value, we conduct the following simu-
lations. Given a network, we still use the method described in
Section VI-A to determine the owners, the stakeholders, and
the privacy policies. The stakeholders are randomly selected
from the whole user set. At each round, if the owner decides
to post the data, then we use (3) to compute the privacy loss
of each stakeholder. And at the end of round T , we compute
the average accumulated privacy loss of all users. The setting
of parameters is same as before. Simulation results are shown
in Fig. 5. By comparing Fig. 4 and Fig. 5 we can see that,
the privacy loss computed by the mediator has a larger scale.
But still, the existence of the mediator does not change the fact
that soliciting the stakeholders’ opinions is a better choice for
the owner.
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Fig. 6. Performance of different threshold adjusting policies. (a) Scale-Free. (b) Small-World. (c) Facebook

Fig. 7. Weak regrets of the UCB policy. (a) Scale-Free User1. (b) Scale-Free User2. (c) Scale-Free User3. (d) Small-World User1. (e) Small-World User2.
(f) Small-World User3. (g) Facebook User1. (h) Facebook User2. (i) Facebook User3.

C. Adjusting the Threshold

In Section V we have formulated the selecting of the
threshold bth as a multi-armed bandit problem. To demon-
strate the performance of the UCB policy, here we propose
another three simple policies. The first policy, referred to as
Fixed, always set the value of bth to 0.5. The second policy,
referred to as Random, randomly chooses a threshold from
the set � at each round. The third policy is the �-greedy
policy, which is a simple and popular heuristic policy for
bandit problems [9], [30]. At each round, the �-greedy policy
chooses the threshold with highest empirical average reward
with probability 1 − �, and chooses a random threshold
with probability �. The parameter � is set to 0.1 in all
simulations.

To compare the performance of the four policies, we run
the following simulations. Given a network and the setting of
parameters {T, ρ, disth}, we first use the method described
in Section VI-A to initialize the trust values, and to deter-
mine the owners, the corresponding stakeholders and their
opinions of each round. The stakeholders are not limited to
the owner’s friends. While as we have done before, the max-
imal number of stakeholders for a given data item is set
to 20. Since the bandit problem is about how a single user
selects the threshold, we randomly choose 3 users as the
experiment subjects. For each of the chosen users and a
given learning policy, we evaluate the performance of the
policy by computing the user’s accumulated payoff over
T rounds.
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At each round, if the user is specified as an owner, we first
count how many times the user has been selected as an owner
so far. If this is not the first time that the user becomes an
owner, then we compute the user’s privacy loss defined in (16)
by counting, since last time the user was selected as an owner,
how many times other users have posted data related to the
user, and how many times the user’s privacy has been disclosed
by other users. Let θi denote the threshold that was previously
chosen by the user, then based on the data posting decision that
the user made last time, we can compute the payoff brought
by θi . After computing the payoff, the user chooses a threshold
according to the given policy. Then based on the stakeholders’
opinions, the user decides whether to post data. After the
user makes the decision, we compute the privacy loss of each
stakeholder and update the trust values. Regardless of the role
of the user (owner or stakeholder), other users who are selected
as owners at this round behave according to the following rule:
they always solicit the stakeholders’ opinions before posting
the data, and they fix the threshold bth to 0.5.

Fig. 6 shows the evaluation results of different users and
different policies. The number of arms K is set to 10, and the
parameter α of the UCB policy is set to 0.5. Other parameters
are set as follows: T = 100, ρ = 0.5, disth = 2. As we can
see, the UCB policy always show better performance than the
other three. This result implies that even though the proposed
bandit problem doesn’t satisfy the statistical assumption of the
stochastic bandit problem, the UCB policy can still be applied.
By using the information obtained from the past, the user
can make a better choice of the threshold. The UCB policy
provides the user a principled way to make a trade-off between
privacy preserving and data sharing.

To further demonstrate the performance of the UCB policy,
for each user we evaluate the policy’s weak regret defined
in (22). To identify the single best arm that will be used to
compute the weak regret, for each θi ∈ �, we run a policy that
sets bth to θi in all rounds, and record the reward generated at
each round. When simulating the UCB policy, we also record
the reward that the user obtains at each round. Let {Ut }Tt=1
denote the sequence of rewards generated by the UCB policy.
To observe how the weak regret changes over time, we set a
group of check points. At each check point t (t ≤ T ), we first

determine the best arm Ĩ ∗t � arg max
i=1,··· ,K

t∑

τ=1
ri,τ . The policy that

set bth to θ Ĩ ∗t in all rounds is treated as the benchmark policy,

given the time horizon t . Let
{
U∗τ

}t
τ=1 denote the sequence of

rewards generated by the benchmark policy. Then, we compute

the weak regret Rweak (t) �
t∑

τ=1
U∗τ −

t∑

τ=1
Uτ . From the

results shown in Fig. 7 we can see that, the weak regret
Rweak (t) grows with time, while the growth rate decreases
with time. The slow growth of the weak regret again verifies
the feasibility of the UCB policy.

VII. CONCLUSION

In this paper we study the privacy issue caused by the
sharing of co-owned data in OSNs. To help the owner of
data collaborate with the stakeholders on the control of data

sharing, we propose a trust-based mechanism. When a user is
about to post a data item, the user first solicits the stakeholders’
opinions on data sharing, and then makes the final decision
by comparing the aggregated opinion with a pre-specified
threshold. The more the user trusts a stakeholder, the more the
user values the stakeholder’s opinion. If a user suffers a privacy
loss because of the data sharing behavior of another user,
then the user’s trust in another user decreases. On the other
hand, considering that the user needs to balance between data
sharing and privacy preserving, we apply a bandit approach
to tune the threshold in the proposed trust-based mechanism,
so that the user can get a high long-turn payoff which is
defined as the difference between the benefit from posting
data and the privacy loss caused by other users. We have
conducted simulations on synthetic data and real-world data
to verify the feasibility of the proposed methods. Simulation
results show that compared to directly posting data without
asking others for permission, a user will suffer less privacy
loss if he/she always considers other users’ privacy. And by
applying the proposed UCB policy to determine the threshold,
the user can get higher payoffs than setting the threshold to a
fixed or random value.
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