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A B S T R A C T

Exploiting Content-Centric Networking (CCN) caching capabilities in which contents are cached on interme-
diate nodes can be beneficial in IoT as it can decrease the latency, reduce required transmission hops, limit
traffic load on the content producer and improves availability. This article presents a new scheme for caching
the contents in IoT environments. In the proposed method, devices are grouped into clusters where the cluster
heads act as the cache controller. Additionally, we consider a global SDN/Cache controller (GSCC), which is
responsible for orchestrating cache decisions in the whole IoT network. Such a centrally managed caching
system increases the efficiency of resource usage in the IoT network. In the proposed scheme, the decision
about caching the content is made in three steps: 1) determining the value of content and make decisions about
caching it, 2) determining the candidate cluster, and 3) selecting candidate nodes for caching the content. In
each step, several metrics are taken into account, and Multi-Criteria Decision Making (MCDM) approaches
such as Analytical Hierarchy Process (AHP) and TOPSIS are used to select the best option based on considered
criteria. Simulation results show that our proposed caching method can achieve an average cache hit rate of
72% and decreases the average hop count of content retrievals by 42%. Moreover, our results confirm the
superiority of our algorithm over some existing methods in terms of different evaluation metrics.

1. Introduction

The Internet of Things (IoT) is a paradigm where billions of hetero-
geneous devices connect and communicate [1]. However, implement-
ing new services using IoT is far from straightforward and faces many
challenges, including, providing a connection between heterogeneous
nodes and transient nature of data [2]. An important aspect regarding
IoT is the content-centric nature of IoT data, meaning that most ap-
plications designed for this ecosystem are generally interested in the
content regardless of where it is located or by whom it is produced.

One of the approaches which can be used to mitigate the challenges
related to the implementation of IoT is CCN [3], which is a new method
that changes architecture and the concept of the current Internet.
One of the main characteristics of CCN is naming the data, which
makes each chunk a self-identifying unit. Retrieving data by their name
instead of their location is another feature of CCN that can be used
to support mobility, and finally, the most essential aspect of CCN is
caching the data which can be exploited to solve many problems in
the realm of IoT. Caching data can bring many benefits, for instance,
similar to anycast in IPv6 [4], respond to requests from the closest node
caching the data can bring many benefits such as reducing the immense
access to constrained resource nodes, saving energy consumption and
hence prolonging the life cycle of nodes [5]. Caching can also improve
availability by increasing the chance to access the data through the
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cached content, even if the original producer is not available. Addition-
ally, in-network caching can be used to face the challenges that arise
from big data and decrease the bandwidth usage by caching the proper
contents on suitable devices [6].

In-network caching can be very useful in many use cases, for
instance, consider the scenario of finding a parking space. The main
characteristics of this scenario are the vastness of the environment, the
dynamic nature of the environment, and a large number of users. Users
in this scenario mainly need parking space information in their vicinity,
so they can connect directly to the IoT network instead of the Internet
and demanding the current parking space status in the area of their
interest. The information gathered by IoT sensors will eventually be
transmitted to the cloud for long-term storage and analysis. However,
it is crucial that the data gathered by IoT devices regarding the location
and status of parking spaces, be available at any time for users, even if
because of intermittent connections, the cloud would not be available
or sometimes because of QoS considerations the delay to retrieve data
from the cloud will not be tolerable. Thus, caching data on IoT devices
can be utilized to ensure data availability and low latency. It should be
noted that the data generated by IoT devices are generally small in size
and therefore, storing them on devices with limited storage is feasible.
Furthermore, in many scenarios, such as parking space, contents are
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often location-dependent, and most of the cached contents are used by
users who are in the same location where the content was generated.

To take advantage of caching to the full extent and for better
management of cache storage, we propose to group sensors into clusters
and then the most powerful node in each cluster selected as the cluster
head. The cluster head is responsible for handling the connection with
other clusters and can also act as the cache server to coordinate caching
decisions inside the cluster. It can distribute cached contents among
different devices based on their energy level, storage capacity, and
several other criteria. This can result in better utilization of devices’ re-
sources inside a cluster. However, for the overall utilization of network
resources, we consider another entity, namely the global SDN/Cache
controller (GSCC), that is responsible for orchestrating caching de-
cisions between different clusters and selecting a proper cluster for
caching the content. For this purpose, GSCC considers various criteria,
including the accumulated resources in the cluster and the location of
the cluster in the network graph.

In the proposed architecture, when users ask for content produced
by IoT devices in a specific location, instead of heading to the cloud
server, we can use GSCC knowledge to identify the cached content’s
location and forward the request to the cluster storing the content.
As mentioned, using CCN in-network caching offers many benefits.
However, CCN in its default form was not designed for the IoT. There-
fore, to meet the unique characteristics of the IoT environment, some
modifications have to be made to the CCN caching architecture. So far,
to the best of our knowledge, the related works in the literature do
not consider all aspects of IoT, related to caching decision processes,
such as redundancy, high bit rate, and unavailability of data when the
original producer or cloud cannot be accessed. Therefore, a compre-
hensive approach for tuning the caching decisions for IoT is necessary,
and it is the main objective of this research. In this paper, we pro-
pose a novel caching mechanism ‘‘Extended Multi-Criteria Cooperative
Caching’’ (EM3C) scheme. In EM3C, by considering multiple IoT-related
attributes and specifying their relative importance (using methods such
as AHP [7] and Shannon’s entropy methods), it is decided whether
content should be cache or not and also the most appropriate node(s)
to store the content are selected based on their available resources.
The results of extensive simulations show the efficiency of EM3C in
achieving higher cache hit rate and low data retrieval time.

The rest of this paper is organized as follows: In Section 2, we out-
line some of the related works. Section 3 highlights the main challenges
regarding the IoT and CCN. We also discuss the proposed system model
in this section. In Sections 4 and 5 we explain our proposed approaches
for inter-cluster and intra-cluster caching respectively. Simulation re-
sults are presented in Section6. And finally, the paper is concluded in
Section 7.

2. Related works

So far, there are only a few works that have investigated caching
in IoT, and this area of research is in the early stages of development.
Authors in [8] try to improve the default caching scheme of CCN by
caching only important contents that are requested frequently. To do
so, every node in the network calculates each content’s popularity by
counting requests for every content and saves these results in a table
which stored in every node. When the popularity of certain content
reaches some predefined threshold, if the node holds the content, then
it suggests its neighbors to also cache the content, and this request may
or may not be accepted by other nodes based on their local policies or
amount of available resources. Then to prevent advertising the same
content over and over again, the popularity counter is reduced to the
reset value. Nevertheless, the drawback of the proposed method is a
large size of the popularity table that has to be stored in the nodes’
memory, which is not possible for IoT nodes with a limited amount
of resources. Also, decisions about caching and cache suggestions are
taken separately in each node without any knowledge of the popularity

of the content in the whole network or availability of resources in other
nodes. Socially-Aware Caching Strategy for Content-Centric Network-
ing [9] is focused on using the caching capability of CCN in social
networks. Social networks are now very viral, and a large amount of
networks’ traffic is related to social networks. They argue that caching
contents produced by popular users are more likely to be consumed by
other users, so in their proposed method SACS (Socially-Aware Caching
Strategy) by using Eigenvector and PageRank measures, they calculate
a score for each user that indicates the importance of that user. Every
user with a higher score than average is considered an influential user.
Then contents produced by influential users are proactively replicated
toward their social network connections and cached along the path. Au-
thors in [10] argue that considering every CCN router as homogeneous
devices with the same cache size is not realistic. Thus, they study the
cache allocation problem in a heterogeneous network. In their proposed
method, they decide how much should be cached on each router base
on different criteria and then solve the problem as a knapsack problem,
which tries to get the largest profit by allocating cache space for a set
of important contents. OFAM-CCN [11] proposes CCN functionalities
over an OpenFlow network in which switches divided into two different
categories, the border nodes which are connected to clients and also to
the server and core nodes that used for retrieving the content. Upon
receiving a request from clients, border nodes relay this request to
the server, and the server checks the existence of requested content in
the cache server which is named ‘‘Cache Management’’ or CM. If the
requested content is found on the CM, then data packets sent to the
border router and then to the user. However, in the absence of cached
contents, ordinary CCN executed to find the content. After retrieving
the content, a copy of it can be cached on the CM based on the content’s
popularity. Although CCN capability is used for content retrieval in
OFAM-CCN, other aspects of CCN such as caching in intermediate nodes
are not exploited, and similar to ordinary cache servers, caching is
done in centralized storage. In [12], the authors proposed a model
based on machine-learning for assisting SDN in detecting DDOS At-
tacks, additionally, they implemented a protocol for communication
between SDN controllers to achieve a faster and more robust DDoS
mitigation method. SDN-based multi-access edge computing framework
for the vehicular network (SDMEV) [13] focuses on meeting the latency
requirements of V2X services. For this purpose, they suggest using SDN
in cooperation with multi-access edge computing devices. They also use
a form of clustering by choosing a cluster-head which is responsible for
various tasks such as collecting and uploading data and updating RSU
with current network topology. Authors in [14] recommend a proactive
caching mechanism for cellular networks by distributing cached con-
tent between a macro cell, small cells, and devices, but they suppose the
existence of robust infrastructure such as BS that makes it inapplicable
to some IoT scenarios. In [15], the authors proposed MACD, a new
method to improve on-path caching for IoT environments by consid-
ering data freshness, hop count, and device energy. Simulation results
indicate, using their method results in the better cache hit, but device
lifetime was not investigated in this research. In [16], the authors
used a probabilistic caching strategy for IoT, which considers data
freshness, device energy level. and storage size to adapt the caching
probability of each node. However, like previous works, they combine
irrelevant metrics, meaning that to calculate the probability of caching
value, content-related metrics were combined with metrics related to
the device capabilities. Table 1 provides a comparison between the
related methods in terms of different aspects including whether they
have incorporated Machine Learning (ML), SDN, IoT, CCN and also
whether they have studied a 5G scenario.

As explained so far, the proposed caching policies and algorithms
mainly focus on caching on a single node without considering the
network as a whole or any cooperation between nodes. This can lead
to redundancy, inefficient cache placement, and low probability of the
cache hit on large scenarios with a number of the different paths that
a request can take. Thus, in our work, we consider different aspects of
IoT devices and features of IoT content and propose a locality-aware
caching policy by dividing nodes into clusters and orchestrate caching
decisions in each cluster by a cache controller.
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Table 1
Comparison between related works.

Method Features

ML SDN IoT 5G CCN

MPC [8] ✔

SACS [9] ✔

[10] ✔

OFAM-CCN [11] ✔ ✔

[12] ✔ ✔

[13] ✔ ✔

[14] ✔

MACD [15] ✔ ✔

pCASTING [16] ✔ ✔

3. Background and system mode

3.1. Challenges

Establishing an IoT network can bring a lot of benefits and oppor-
tunities, albeit the realization of this idea faces several challenges. The
total traffic load produced by billions of devices would be significant
and difficult to handle [17]. Furthermore, relying solely on clouds for
storing the IoT data would be very costly and results in a long retrieval
time [18]. Therefore, considering these challenges, new networking
paradigms such as CCN regarded as the key enabler for IoT by many
researchers. By exploiting CCN caching capabilities to select and cache
the proper contents on intermediate nodes, data can be served with
lower latency for upcoming requests. Because of intermittent connec-
tions and the existence of power constraint devices in IoT scenarios,
caching can also improve the reliability and availability of data. How-
ever, the default caching scheme in CCN networks does not entirely fit
into IoT scenarios. In a nutshell, the default caching scheme lacks the
required intelligence to make smart caching decisions to help prolong
the devices’ lifetime and also dealt with the probability of original
content producer unavailability in the future. The main features of CCN
caching are:

• On-path caching. Every chunk of content is stored on all the
intermediate nodes. In other words, a node must store the content
if the content passes through it. Even if these intermediate nodes
do not have adequate free storage, they have to make some room
for this new content chunk. On the other hand, other nodes that
are not located in the content’s path have no chance to cache the
content, even if they have plenty of free storage space.

• On-path cache hit. Content requests can only benefit from the
cached content if and only if one of the intermediate nodes on
the interest packet’s path possesses the cached content. Thus, the
probability of a cache hit also depends on the location of the
requester and producer of the content.

• Disunity in path selection and caching decisions. Each node
decides independently whether to cache the content or not. In
fact, the nodes do not have any information about the status and
capability of the surrounding nodes.

Aforementioned characteristics of CCN default caching scheme leads to
several inefficiencies, especially in IoT, including the followings:

• High level of content redundancy: Content chunks replicated
on each hop, the ‘‘on-path caching’’ feature, results in a huge
amount of redundant contents. As a result, the odds of a successful
cache hit are minimal, especially in IoT environments in which
interest packets may traverse different paths. Furthermore, given
the high redundancy and limited storage size of nodes, eventually,
the node would not have enough storage to cache new content.
In this case, it has to exchange the new content chunk with one
of the previous ones.

Fig. 1. Four tier system model for caching in IoT.

• Unbalanced utilization of resources: Depending on the loca-
tion of nodes, they can be under heavy load and experiencing
high exchange rate and energy consumption, and others may be
underutilized.

• Cached fragmentation: Every content consists of several chunks.
The decision about caching each content’s chunk and also the
path it should take made separately in each node, so, distinct
chunks of the same content may be cached on different nodes
[19].

Thus, to deal with the challenges mentioned above, we propose EM3C
that uses a novel approach for caching the content in IoT scenarios and
is explained in detail in the next section.

3.2. Proposed model

One of the main bottlenecks in CCN caching performance is the
disunity in cache management, which results in many inefficiencies,
including a large amount of redundant content, suboptimal content se-
lection for caching [20] and inefficient resource management. The main
reason for these drawbacks is related to the difference in perception of
the optimal conditions from a local and global perspective. To mitigate
this problem, we propose a four-level hierarchical model, as depicted
in Fig. 1.

Application layer: In layer 4 of the proposed hierarchical model
known as the Application layer, Servers and remote users are located.
Servers can be used for long-term storage of data, which is necessary
for long-term analyses and assessment of the system.

Translation layer: Layer 3 hosts gateways. Gateways are specific
nodes that act as an interface that connects the communication layer
to the application layer. A gateway is responsible for different tasks
such as protocol conversion and implementing security policies.

Communication layer: The SDN/Cache controller is located in
the communication layer and is used to select the best routes for
contents and requests. Considering the global view of the SDN/Cache
controller, it is possible to do cache-aware routing, which eliminates the
‘‘on-path cache hit’’ problem of the default caching scheme. In CCN’s
default caching method, the possibility to benefit from a cached content
not only depends on the location of the cached content but also the
location of the user. In other words, the cached content can only be
exploited if it is located on the path between the user and the source.
By intelligently forwarding requests toward the cached content using
SDN/Cache controller capabilities, we can use the cached content in
the vicinity instead of heading to the server located far away. The
SDN/Cache controller also acts as a global cache controller and is
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Fig. 2. Communication layer architecture and elements.

responsible for making global decisions about the content caching. This
procedure consists of selecting a cluster for storing the content and
notifying the cluster head about this decision.

Fig. 2 describes the structure and elements of the communication
layer. In the proposed architecture, nodes are grouped in several clus-
ters, and in each cluster, a node is selected as the cluster head. The
cluster head is responsible for establishing communication with other
clusters and also acts as the local cache controller. They can forward re-
quests to the appropriate destination based on flow entries received by
SDN/Cache controller. SDN controller can use the OpenFlow protocol
to communicate with the cluster heads. Cluster heads also act as a local
cache controller and are responsible for coordinating caching decisions
inside the cluster, including whether or not to accept the SDN/Global-
cache controller’s offers about caching a content. Another duty of
the local cache controller is to choose the proper node(s) based on
their capabilities for storing the cached content. Regarding the higher
processing power of cluster heads, they are responsible for analyzing
cluster member capabilities and assign caching tasks accordingly.

Cluster heads are also responsible for data aggregation. An impor-
tant aspect of IoT applications in many scenarios, including parking
space statuses is that for long-term storage and analysis, IoT applica-
tions, mainly interested in a single aggregated data that summarizes
the collected data over a period of time such as 15 min or an hour.
An example can be the percentage of time a specific parking slot is
empty during rush hours, or in the case of surveillance cameras, we can
aggregate observations in which data can only be cached if an anomaly
detected. This property of IoT data can also be used to decrease the
number of unnecessary transmissions and reduce power consumption.

The last entity in the communication layer is local users. These users
are located at the same site with IoT devices, and they can communicate
directly with the IoT network. Local users, as other users, are the
consumers of contents produced by IoT networks. However, because
of their location, it would be excessively beneficial if they can access
the cached content located in their proximity instead of heading to the
server. This results in better QoS and alleviates excessive access to the
cloud server.

Device layer: Layer 1 or device layer is where Sensors and in
general IoT devices located, which produce and transmit contents
regularly. These devices are equipped with storage and are capable of
caching the content for later uses.

4. Inter-cluster global decision making

Upon producing content, the cluster head will be notified, and in
turn, the cluster head informs SDN/Cache controller. The SDN/Cache
controller selects a gateway and determines the best route to transfer
the content to the cloud, based on the overall delay. Delay is calculated
by considering the propagation delay and queue length in the gateway.
SDN/Cache controller also selects a proper cluster for caching the

Fig. 3. The path is taken by content to cloud.

content based on its global view of the network and sets the appropriate
entries in the flow tables to point to this cluster. It is desirable if the
cluster selected for caching the content is located on the path to the
selected gateway. This prevents an increase in delay and reduces the
number of clusters involved in content transmission. For this purpose,
as shown in Fig. 3, the SDN/Cache controller creates an STP rooted in
the source cluster and only selects clusters along the path from the root
to the selected gateway. The only exception is that none of the clusters
located on the path can cache the content.

To select the most suitable cluster for caching the content, the
SDN/Cache controller considers several criteria as follows:

• Accumulated storage: accumulated storage is the sum of the free
storage capacity of all nodes in the cluster.

• Accumulated energy: the overall remaining energy of nodes in
the cluster is another metric used by the SDN/Cache controller to
avoid early failures.

• Distance from the source cluster: because of locality character-
istics of most IoT data and requests in many IoT applications, it
is preferable to cache the content on the source cluster or close to
that. Therefore, the SDN/Cache controller considers the distance
from the source cluster as a metric to select the most suitable
cluster for caching the content.

• PLSI: The characteristics mentioned above mainly focused on a
single cluster capability to cache content. However, for a truly ef-
ficient caching scheme, we also need to consider the connections
and the position of each cluster in comparison to other clusters.
To this end, we consider the IoT network as a graph where each
cluster is represented as a node. Then we calculate the between-
ness for each node. Vertex betweenness is an indicator of the
degree of centrality for nodes in a graph. To calculate between-
ness centrality, consider the shortest path between every pair of
clusters and count how many times a cluster can interrupt the
shortest paths. Consequently, clusters with higher betweenness
are the clusters located on the center of the network acting as a
hub for most of the communication, and caching content on these
central clusters will result in shorter average retrieval time and
lower hop counts to get the requested content. However, because
of the limited storage size, it is impossible to cache all contents on
the clusters with higher betweenness also, considering the central
cluster’s role as a key communications point, extreme use of
these clusters for caching, which results in an early power outage
can cause many problems for other cluster’s communications.
Hence, it is crucial to establish some mechanisms to reduce the
load on central clusters. For this purpose, we use central clusters
only for caching popular content that is in high demand and
assigns unpopular content to edge clusters. By doing so, we make
sure that we use the central cluster’s sources just for high-value
content. Thus, different situations regarding the popularity of the
content and the centrality of a cluster arise. These situations are
summarized in Table 2.
It is also important to pay attention to the concept of popularity in
IoT networks. In IoT, contents are transient and are only valuable
for a certain amount of time known as Expiry date, so it is
not useful to calculate individual content’s popularity. Therefore,
based on the location-based nature of many IoT applications, we
consider popular clusters instead of popular contents. Contents
produced by popular clusters are more likely to be requested
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Table 2
Possible scenarios in PLSI calculation.

by users; however, the popularity of a cluster can change over
time. For instance, take the scenario of smart parking space
management. In the middle of the week, clusters located around
government offices may be considered as popular clusters; how-
ever, on the weekends, clusters located around shopping centers
and entertainment centers would be considered as popular.
To specify the interplay between the popularity of content and
centrality of a cluster, we introduce a new metric, namely pop-
ularity and location-based suitability indicator (PLSI), which is
calculated as follows:

𝑃𝐿𝑆𝐼 =
𝑁 − |𝑝 − 𝑏|

𝑁
(1)

𝑁 is the number of clusters. 𝑏 is betweenness rank of the cluster
examined for caching the content, and 𝑝 is the popularity rank
of the cluster that generated the content. The 𝑃𝐿𝑆𝐼 will have a
value close to one when the popularity rank of the content and
betweenness rank of the cluster are both high or low; otherwise,
it will have a value close to zero.

Based on the metrics mentioned above, the SDN controller selects a
cluster for caching the content. However, in the presence of different
criteria, it is important to specify each metric’s relative importance in
selecting the most suitable cluster. Therefore, we use Shannon’s entropy
method [21] for dynamically calculating each metric’s weight. For this
purpose, we use the following equations:

𝐾 = 1
ln (𝑚)

(2)

𝑚 is the number of clusters; in the next step, we calculate the
divergence of each criterion.

𝐸𝑗 = −𝑘

( 𝑚
∑

𝑖=1
𝑎𝑖𝑗 × 𝑙𝑛 (𝑎𝑖𝑗 )

)

(3)

𝐷𝑗 = 1 − 𝐸𝑗 (4)

𝑎𝑖𝑗 is the normalized value of criteria 𝑗 in the cluster 𝑖. Finally, we
calculate each metrics weight as follow:

𝑊𝑗 =
𝐷𝑗

∑𝑛
𝑗=1 𝐷𝑗

(5)

After calculating each metric’s weight, SDN/Cache controller should
rank clusters based on their suitability. However, considering different
criteria with non-homogeneous scales, selecting appropriate clusters
could be challenging. Therefore, we use a modified version of the multi-
criteria decision-making method called TOPSIS, which explained in the
following section.

SDN controller creates a table consisting of clusters (indicating
by 𝑐𝑙1–𝑐𝑙𝑛) as rows and different criteria (𝑚1–m4) as columns and
intersection of each column and row which can represented by 𝑎𝑖𝑗

indicates the value of the associated metric for the cluster.
𝑚1 𝑚2 𝑚3 𝑚4

𝑐𝑙1
𝑐𝑙2
⋮
𝑐𝑙4

⎡

⎢

⎢

⎢

⎢

⎣

𝑎11 𝑎12 𝑎13 𝑎14
𝑎21 𝑎22 𝑎23 𝑎24
⋮ ⋮ ⋮ ⋮
𝑎𝑛1 𝑎𝑛2 𝑎𝑛3 𝑎𝑛4

⎤

⎥

⎥

⎥

⎥

⎦

Regarding the different scale of 𝑚𝑖, we need to normalize these
values; however, instead of using the default normalization method of
TOPSIS we use the following equations to normalize values:

𝑏+𝑖 =
𝑀𝑎𝑥 𝑎𝑖𝑗 −𝑀𝑖𝑛 𝑎𝑖𝑗

𝑀𝑎𝑥 𝑎𝑖𝑗
(6)

𝑏−𝑖 =
𝑀𝑖𝑛 𝑎𝑖𝑗
𝑀𝑎𝑥 𝑎𝑖𝑗

(7)

𝑛𝑖𝑗 = 𝑏−𝑖 +

[(

(𝑎𝑖𝑗 −𝑀𝑖𝑛 𝑎𝑖𝑗 )(𝑏+𝑖 − 𝑏−𝑖 )
)

(

𝑀𝑎𝑥 𝑎𝑖𝑗 −𝑀𝑖𝑛 𝑎𝑖𝑗
)

]

, (8)

𝑤ℎ𝑒𝑟𝑒 𝑖 = 1…4, 𝑗 = 1… 𝑛

where 𝑏+𝑖 and 𝑏−𝑖 are upper and lower bound of normalized values
accordingly, which represent the best-case and worst-case scenarios,
also 𝑛𝑖𝑗 is the normalized value of metric 𝑖 for cluster 𝑗.

It is worth mentioning that the above-mentioned formulas for nor-
malization belong to positive criteria, and for normalization of negative
criteria, we have to make some modifications in these formulas. For
positive criteria, such as accumulated storage and the overall remaining
power, the more they are, the better they are, but in contrast, for
negative criteria such as distance from the source cluster, it is desirable
to have lower values.

In the next step, we multiply the Normalized matrix in the weight’s
matrix obtained by the Shannon entropy method in Eq. (5).

𝑡𝑖𝑗 = 𝑛𝑖𝑗 ×𝑊𝑗 (9)

In the next step for every cluster 𝑗, the average difference be-
tween the value of each criterion for the current cluster and best and
worst-case scenarios are calculated by using the following equations:

𝐷+
𝑗 =

√

√

√

√

4
∑

𝑖=1

(

t𝑖𝑗 − b+i
)2 , 𝑤ℎ𝑒𝑟𝑒 𝑗 = 1… 𝑛 (10)

𝐷−
𝑗 =

√

√

√

√

4
∑

𝑖=1

(

t𝑖𝑗 − b−i
)2 , 𝑤ℎ𝑒𝑟𝑒 𝑗 = 1… 𝑛 (11)

Later, we calculate the relative closeness of each criterion to the
ideal solution using the following equation:

𝑅𝑗 =
𝐷−

𝑗

𝐷−
𝑗 +𝐷+

𝑗
, 𝑤ℎ𝑒𝑟𝑒 𝑗 = 1… 𝑛 𝑎𝑛𝑑 0 ≤ 𝑅𝑗 ≤ 1 (12)

The closer the value of 𝑅𝑗 is to one, the better the cluster is. If 𝑅𝑗
is equal to one, it means that the cluster 𝑗 has the best situation in all
criteria.
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Finally, the cluster with the highest 𝑅𝑗 selected as the potential
cluster for caching the content and SDN/Cache controller will inform
the cluster head about this decision. As will be explained in the next
section, the cluster head can either accept or reject this offer.

5. Intra-cluster local decision machining

The cluster head in the selected cluster should decide whether to
accept the SDN/Cache controller offer and cache the content or reject
it, to do this the cluster head should determine the value of suggested
content and compare this value with the values of previously cached
contents. Another task of the cluster head is selecting the suitable node
or nodes for caching the content. Thus, we establish two different
processes, one for selecting candidate nodes to store the content and
another for determining the value of offered content. In the following
sections, we discuss these two processes. Algorithm 1 describes the
tasks done by a cluster head on receiving new content. Each received
content contains information about its size, time of production, and
a field that indicates if the content is suggested by the SDN/Cache
controller for caching on the cluster. This information will be used by
the cluster head for handling the content.

5.1. Node selection

After receiving an offer from the SDN/Cache controller, if this offer
is accepted, the cluster head has to choose candidate nodes. Candidate
nodes are a group of nodes selected by the cluster head to cache the
content. By choosing appropriate nodes for caching content, we can
improve the stability and overall lifetime of the network. Regarding
the nature of IoT devices, we choose several attributes as follows:

• Free storage space: to be able to cache the content, having
enough free storage is one of the main prerequisites. Higher free
storage is appreciated, but even if the free storage is not enough
for caching the content, by leveraging the proposed replacement
policy, we can exchange new content with previously cached
contents. However, very low free storage is a sign that if the node
is selected to store the content, a lot of stored chunks will need to
be removed. Thus, to elevate the efficiency of the algorithm, we
ignore the nodes in the node selection process if their free storage
is lower than a threshold value.

• Energy level: the power level is another crucial metric, which
represents the remaining energy level of the node. Energy is
the node’s most valuable asset which should be consumed very
carefully to prevent early failures. To ensure a long lifetime of
nodes, we ignore the node in the node selection process if the
energy level drops lower than the threshold value.

• Distance from cluster head: another critical metric is the dis-
tance between the node and the cluster head. Every communi-
cation with the outside of the cluster should be done through
the cluster head. Thus, for serving the request with the cached

Fig. 4. Different energy consumption levels based on their circular distance from the
cluster head.

content, this content should be sent to the cluster head, and the
cluster head then forward the content toward the user. However,
nodes located in the vicinity of the cluster head consume less
energy to communicate with the cluster head, but with increasing
the distance between the node and the cluster head, the node has
to consume more energy to communicate with the cluster head.
Therefore, as shown in Fig. 4, we consider clusters as multiple
concentric circles, and at the center of these circles is the cluster
head. To reduce energy consumption, we prefer nodes located in
circles close to the center because they consume less energy to
communicate with the cluster head. To specify the circle in which
a node is located, a beacon is sent by the cluster head to each node
and by calculation of the round-trip time, the circle in which the
node 𝑗 belongs, is calculated as follows:

𝐶𝑗 =
⌈ 𝑅𝑇𝑗
𝑀𝑖𝑛(𝑅𝑇𝑖)

⌉

, 𝑤ℎ𝑒𝑟𝑒 𝑗 = 1… 𝑛, 𝑖 = 1… 𝑛 (13)

where 𝑅𝑇𝑗 is the round-trip time of the beacon between node 𝑗
and the cluster head, and 𝐶𝑗 is the circle in which the node 𝑗
located.

• Number of similar sensors: the last metric used by the cluster
head to select nodes is the number of similar nodes. It is very
common in IoT to have several similar sensors in an area, mainly
for redundancy purposes. Regarding this fact, it is essential to
consider the number of similar nodes in each cluster. For instance,
if there is only one node from one specific type, and we lose that
node because of the power outage, then there will not be any
alternatives that can produce similar data but on the other hand,
if there are several sensors from one type, even if we lose one of
them, there are other nodes that can produce the same type of
data.

The integration of the above-mentioned metrics yields a single
value, which is called caching weight. To calculate the caching weight,
the significance of each of the aforementioned metrics should be deter-
mined. Considering the limited processing capabilities and potential en-
ergy constraints of cluster heads, instead of calculating metrics weights
dynamically, we use a static method that calculates these weights based
on decision-makers’ opinions during the system initialization stage. For
this purpose, we use the Analytical Hierarchy Process (AHP), which is
a form of the Multiple-Criteria Decision-Making (MCDM) mechanism
that aimed to help in the decision-making process by organizing and
analyzing complex problems in the presence of conflicting criteria. A
detailed discussion about AHP can be found in [7]. The AHP calculates
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Fig. 5. Failure rates for different alpha values.

a weight for each metric using the relative importance of them, and
these weights are then used to calculate the caching weight. To this
end, we consider a matrix as follow:

𝑚1 𝑚2 𝑚3 𝑚4
𝑚1
𝑚2
𝑚3
𝑚4

⎡

⎢

⎢

⎢

⎢

⎣

𝑟11 𝑟12 𝑟13 𝑟14
𝑟21 𝑟22 𝑟23 𝑟24
𝑟31 𝑟32 𝑟33 𝑟34
𝑟41 𝑟42 𝑟43 𝑟44

⎤

⎥

⎥

⎥

⎥

⎦

In which if 𝑖 = 𝑗, 𝑟𝑖𝑗 = 1, otherwise 𝑟𝑖𝑗 =
1
𝑟𝑖𝑗

𝑚𝑖 represents different metrics, and the relative importance of each
metric 𝑚𝑖 in comparison to 𝑚𝑗 is shown by 𝑟𝑖𝑗 . Furthermore, it is worth
mentioning that these relative values can be tuned by experts to match
the requirements of different scenarios without any further necessary
changes to the proposed algorithm. After specifying the relative impor-
tance of metrics, the weight of each metric 𝑊𝑚 is calculated as follows:

𝑊𝑚 = 1
4

4
∑

𝑖,𝑗=1

𝑟𝑖𝑗
∑4

𝑖=1 𝑟𝑖𝑗
(14)

Next, we can use these weights to calculate a score for the node that
indicates its suitability for caching the content. However, considering
the different units and scale of each metric, they should first be normal-
ized, which we use 1-norm method for this purpose. Then the node’s
score can be calculated as follows:

𝑁𝑆𝑗 =
4
∑

𝑖=1
𝑊𝑖 × 𝑥𝑖 (𝑗) (15)

𝑥𝑖(𝑗) is the normalized value of metric 𝑖 in node 𝑗, 𝑊𝑖 is the weight
of the metric 𝑖 which we calculated by AHP, and 𝑁𝑆𝑗 is the node’s
score.

After calculating each node’s score, we sort nodes based on these
values, and if we consider the highest score as 𝑀𝑁𝑆 then we use this
value to calculate 𝑇𝑁𝑆 which is similar to a threshold and nodes with
a weight higher than 𝑇𝑁𝑆 are considered as candidate nodes. These
nodes can potentially (but not necessarily) be used to cache the offered
content. 𝑇𝑁𝑆 can be calculated as follows:

𝑇𝑁𝑆 = 𝛼 ×𝑀𝑁𝑆 𝑤ℎ𝑒𝑟𝑒 0 < 𝛼 ≤ 1 (16)

The parameter 𝛼 affects the lifetime of the nodes and also the cache
hit rate. In general, higher values extend the lifetime of nodes and lower
values improve the cache hit rate. Fig. 5, illustrates the percentage of
devices that failed (run out of energy) after 100 days, using different 𝛼
rates. As can be seen, higher 𝛼 results in lower failure rates thus it is
reasonable to choose a higher 𝛼.

However, as depicted in Fig. 6, lower 𝛼 usually results in better
cache hit rate, especially in the first 60 days. Therefore, there should be
a trade-off that provides reasonable cache hit rate and failure rate. One

Fig. 6. Cache hit rates for different alpha values.

can set the value of 𝛼 according to the scenario in-hand. Without loss
of generality and according to our simulations results, we have taken
𝛼 equal to 0.7 in the performance evaluation of this paper.

5.2. Determining candidate contents

The main objective of this process is to select contents for caching
so that the benefits of caching (reducing access time, increasing acces-
sibility, etc.) are more significant than the costs of caching (storage
consumption, energy consumption, etc.). Thus, by considering the char-
acteristics of contents in the IoT environment, we select three criteria
for evaluating the value of the contents.

• Freshness: one of the significant aspects of contents produced in
the IoT environment is their short lifetime. The transient nature
of the contents of IoT means that content is regarded as invalid
after a certain period, which defined by the content producer.
Furthermore, the requests in this environment are usually for
recently generated contents. To evaluate the freshness of content,
we use the following equation:

𝐹𝑖 = 𝑇𝑖 − 𝐴𝑔𝑒𝑖 (17)

where 𝑇𝑖 donates the lifetime of the content 𝑖 that is the expiry date
specified by the producer and 𝐴𝑔𝑒𝑖 is the period between the content’s
time of production and the current time. Content is assumed to be
invalid if its age is more than this value, and it can no longer be selected
for caching in this case.

• Popularity: popularity is another important metric that should be
taken into account in cache selection policies. Higher popularity
means a higher chance of being requested by users. However,
there is a fundamental difference between the popularity of con-
tent in the IoT environment and the popularity of regular content.
As mentioned previously, contents in IoT are transient with a
limited lifetime.
Furthermore, consumers of IoT content usually are interested in
location-based data, for instance, the temperature in a specific
location or free parking space in a neighborhood. Thus, it is rea-
sonable to associate popularity with clusters and not individual
contents.

• Content size: the last content related metric is the content size.
As discussed previously, the caching decision is applied to all
chunks of the content. As a result, the content is either cached
as a whole or put away entirely. Thus, it is vital to consider the
number of forming chunks of the content. Caching large content
which is requested frequently can save a lot of bandwidth and
energy, but at the same time, large contents can take a lot of
storage space and prevent other useful contents from caching;
therefore, it is essential to preserve a good balance.
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The integration of the above-mentioned metrics results in one single
value, which is called caching weight. However, as in the candidate
node selection process, these metrics values needed to be normalized.
In the next phase, the relative importance of each metric should be de-
termined. For this purpose, as in the selecting candidate nodes process,
we use the Analytical Hierarchy Process (AHP). After using the AHP to
calculate the weight of each criterion, we calculate the content’s value
as follows:

𝑊𝑖 =
∑

𝐴𝑊𝑗 ∗ 𝑟𝑖𝑗 (18)

where 𝐴𝑊𝑗 is the weight of metric 𝑗 calculated by AHP. 𝑟𝑖𝑗 is the
normalized value of content 𝑖 in metric 𝑗, and 𝑊𝑖 is the value of content
𝑖.

Then we use calculated content’s value to decide about whether
or not the content should be cached. For this purpose, we consider
candidate nodes, if the sum of free storage on candidate nodes exceeds
the offered content size, the offer is accepted, but if not, we have to
follow cache replacement policies. To this end, we compare offered
content’s value to the values of previously cached contents on the
candidate nodes. However, due to the distribution of cached content
among nodes in the cluster, some portion of the existing content on the
candidate nodes may be stored on non-candidate nodes. We show the
portion of content stored on candidate nodes as 𝛾 and use it to calculate
a new weight for the previously cached content as follows:

𝐶𝑊𝑖 = 𝛾 ×𝑊𝑖 𝑤ℎ𝑒𝑟𝑒 0 < 𝛾 ≤ 1 (19)

where 𝑊𝑖 is the original value of the content, and 𝐶𝑊𝑖 is the newly
calculated value, which is proportional to the fraction of the content
cached in the candidate nodes.

Later, we arrange the contents in descending order based on their
𝐶𝑊𝑖, and starting from the content with lowest 𝐶𝑊𝑖, we select the
content and add the value of 𝐶𝑊𝑖’s until the total size of these contents
is greater than the space required to cache the offered content. We
call these selected contents, potential discarding candidates (PDS).
Next, the total 𝐶𝑊𝑖 of these contents, which is denoted by 𝑆𝐶𝑊 is
compared with the offered content’s 𝑊𝑖. If offered content’s weight is
higher than 𝑆𝐶𝑊 , then the cluster head decides to discard PDS and
cache the new content; otherwise, the cluster head rejects the offered
content. However, if the cluster head decides to reject the SDN/Cache
controller’s offer (which takes place with the probability of 𝑤𝑖∕𝑆𝐶𝑊 ),
it may ask SDN/Cache controller to select another cluster for caching
the content. The algorithm 2 is responsible for deciding about replacing
previously cached content with the new content.

6. Performance evaluation

We use Omnet++ simulator to evaluate the performance of our
proposed caching scheme. We implement CCN as an Overlay network
on top of the IP layer. The simulation results are obtained by averaging
over 60 runs. To evaluate the performance of the proposed scheme in
comparison to similar methods, we also implemented two other caching
schemes: M3C [22] and MACD [15]. Both M3C and MACD are data
caching methods that are specifically optimized for IoT networks, and
therefore, they are suitable for comparing with EM3C under similar
conditions. A basic simulation scenario consists of 100 CCN nodes,
which grouped in some clusters, and each cluster managed by a cluster
head. Nodes are uniformly categorized to 3 types (representing various
types of nodes in a real-life IoT scenarios): type 1, type 2 and type
3 with respectively storage of 17 MB, 22 MB and 27 MB. The nodes
periodically generate location-dependent information and send it to
the cluster head, upon receiving this data; the cluster head consults
the SDN/Cache controller and tries to send the received content to the
server. However, when the cluster head does not have direct access to
the server, the data must pass through several intermediate clusters to
reach the server. There may also be multiple paths to the server; in

Fig. 7. Cache hit rate comparison of EM3C, M3C and MACD.

this case, the SDN/Cache controller selects the best path and notifies
the cluster heads.

Furthermore, the most appropriate cluster for caching the content is
selected by the SDN/Cache controller so that requests for content can be
responded through cached information. Content requests are generated
by multiple users who move randomly through the simulation envi-
ronment and periodically issue content requests. However, due to the
location-based nature of the generated contents, most requests issued
by users are for contents created at nearby clusters. The distribution of
requests also follows the Zipf distribution, with about 80% of requests
being for newly produced contents and about 20% for older contents.

The cache hit rate is one of the most important criteria used to
evaluate the performance of the proposed method. The cache hit rate
is the percentage of requests that are responded using cached content
without having to interact with the server. As a result, a method with a
higher cache hit rate can significantly help to address the problems of
the IoT environment, including the availability of content at any time.
As can be seen in Fig. 7, EM3C offers a higher caching rate than all
other methods. Furthermore, over time, as IoT devices lose their ability
to cache data, all methods are experiencing performance degradation,
but the EM3C’s performance loss rate is quite gentle, and even after
100 days, we see its acceptable performance.

Since more hop counts mean passing the request through more
clusters and involvement of more nodes, this, in turn, results in more
processing, more energy consumption, and more delay. Thus, it is
essential to reduce the average hop count. So, we considered stretch
factor [23], which is defined as the number of hops that the request has
traveled before reaching to the content divided by the number of hops
from the user and cloud server. Stretch factor is a number between 0–1
where lower values are more desirable. Fig. 8 shows that the stretch
factor in EM3C is higher than the other two methods, because, by
efficient use of available nodes’ storage, EM3C can achieve higher cache
hit, which enables it to provide the requested content by using cached
data in adjacent clusters without heading to the server, so having a
lower stretch factor. However, as time passes, the energy level of nodes
decreases, and thus, the number of contents being cached is reduced.
This is because, in the proposed caching schemes, the nodes’ energy
level contributes to the ability of nodes for caching content. This, in
turn, leads to sending more users’ requests to the cloud resulting in a
higher stretch.

One of the main factors in investigating the efficiency of the caching
mechanism is the retrieval delay, which is the time between requesting
the content and getting the content. For delay-sensitive apps, this can
be very important to keep retrieval time below a specific threshold.
Furthermore, the lower delay can improve the quality of experience
considerably, and as illustrated in Fig. 9, retrieval delay in EM3C is
always lower than MACD and M3C. This can be explained by the
intelligent routing of requests by SDN toward the cluster possessing
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Fig. 8. Stretch comparison of EM3C, M3C and MACD.

Fig. 9. Retrieval delay comparison of EM3C, M3C and MACD.

the content. However, as explained earlier, less content is cached over
time, and more requests are sent to the cloud for the response. Due to
the long response time from the cloud compared to the local network,
this, in turn, leads to increased latency.

A good caching scheme should avoid redundancy and cache of du-
plicate content. Redundancy leads to a waste of resources and prevents

Fig. 10. Diversity comparison of EM3C, M3C and MACD.

caching of new content. Diversity expresses the ratio of unique content
stored on all nodes in the network. Diversity varies between [ 1

𝑁 ,1],
Where N represents the number of nodes in the network. If diversity
tends to 1

𝑁 , there will be multiple replicas of content in the entire
network; otherwise, if diversity tends to 1, there is no redundancy and
only distinct chunks can be cached [24]. As can be seen in Fig. 10, the
diversity of EM3C is always equal to 1, which is the highest possible
value. EM3C’s global cache management prevents any redundancy, and
there is only one cache per content across the network. This may raise
availability concerns due to existing only one cached version of any
content. However, EM3C avoids caching content in nodes that are likely
to run out of power soon, so the chances of a node containing cached
content to shut down are meager. Besides, contents are also accessible
through the cloud even if the node crashes, and if the content is valid,
it will be re-cached after the first request is answered through the
cloud. Comparing the other two methods: the M3C initially performs
better because of the semi-global decisions made by the cluster-head.
However, in MACD, due to inefficient resource management, over time,
more nodes experience a power loss. By reducing the number of nodes
capable of caching content in MACD, diversity will increase. After 100
days, due to the significant decrease in active nodes, diversity tends to
1 in all methods.

Extending the lifetime of devices should be the goal of any proposed
scheme for IoT. Ideally, a caching scheme must consider devices’ power
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Fig. 11. Nodes failure rate comparison of EM3C, M3C and MACD.

Fig. 12. Cache hit rate comparison for different storage size.

level in assigning caching tasks to devices and avoid using nodes with
a low-power in this procedure. A good caching scheme prevents early
node failures by proper management of available resources. To evaluate
the efficiency of each caching scheme regarding the nodes’ lifetime, we
consider the failure rates of the nodes.

As illustrated in Fig. 11, From the very first days, the MACD method
experiences nodes failure. In the MACD method, the nodes with lower
capabilities fail in the early days and over time the more powerful
nodes fail as well, such that before the 90th day, the entire IoT system
crashes. It is worth noting that after a hundred days in all methods, the
IoT system has lost most of its nodes due to power outages. However,
a caching scheme that can keep most nodes active until the last days of
the system lifetime is very desirable. In the EM3C method, up to 60%
of nodes are active by day 90 and can sense the environment and send
information to the server or users.

To examine the effect of nodes cache size on the performance of
the proposed algorithm, we executed the simulation by considering
different nodes’ storage size. As mentioned before, three types of nodes
with different energy levels and storage size are available in the system.
Therefore, we increased (decreased) the basic storage scenario by 20%
and 40% which results 5 storage scenarios and reported the average
storage size in each scenario in the horizontal axis of Fig. 12. To test
the performance in stable conditions, the results are considered in the
range of 30th to 70th day, which we call the stability period. As can
be seen in Fig. 12, increasing the amount of node storage size leads to
an improvement in the cache hit rate because more information can be
stored on the node. On the other hand, fewer nodes need to be involved
to cache the content, which in turn improves the performance of the
proposed method.

Finally, we study the effect of topology size on the performance of
algorithms. In the basic topology size, 100 nodes are considered for

Fig. 13. Cache hit rate comparison for different topologies.

EM3C evaluation, which are divided into 8 clusters. Now the simulation
is repeated with different numbers of nodes and the results are depicted
in Fig. 13. It should be noted that the presented results belong to the
stability period (day 30–70) and also the number of users and therefore
the number of requests in different topologies are remained unchanged.
As follows from Fig. 13, we can see higher cache hits rate in topologies
with a higher number of nodes. This is because an increase in the
number of nodes, on the one hand, means an increase in available
storage capacity and on the other hand means a greater number of
nodes available to participate in the caching process.

7. Conclusion

In this paper, a new scheme called EM3C was proposed for data
caching in the IoT environment. EM3C increases the lifetime of the IoT
devices by optimizing resource consumption and allows for caching
more content by reducing the redundancy of cached contents. In the
proposed method, by using the SDN routing capability, the requests
are intelligently directed to the cached content, resulting in reduced
latency and number of hops and increased cache hit rate and network
lifetime. SDN also selects the best cluster to cache content using its
global view of the network. The cluster head then decides whether or
not to cache the offered content, and according to the capabilities of
the cluster nodes, distributes the proposed content among the nodes.
The results show the superior performance of the proposed approach
in improving system performance. The EM3C method provides up to
35% more cache hit rate than other methods. This, in turn, leads to
shorter retrieval times, which is up to 60% percent lower than other
methods. Furthermore, requests in EM3C take fewer steps to get the
content in comparison to other caching schemes. Finally, EM3C can
guaranty the standard functionality of the IoT systems until the last
days of the system lifetime by preventing early failures.

As future work, we intend to consider mobility and try to modify
our method to consider nodes movement in the environment. Thus, the
decision to cache contents will be made respecting to the speed and
direction of nodes.
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